


Qualys’ on demand approach to security and compliance 
enables organizations of all sizes to successfully achieve both 
vulnerability management and policy compliance initiatives 
cohesively, while reducing costs and streamlining operations. 

Utilizing an innovative SaaS approach, the QualysGuard® 
Security and Compliance Suite incorporates Qualys’ industry-
leading vulnerability management service with a robust IT 
compliance solution. 

Together in one easy-to-use security management  
platform, organizations can: 

–  Define policies to establish a secure IT infrastructure 
in accordance with good governance and best 
practices frameworks

–  Automate ongoing security assessments, and 
manage vulnerability risk effectively

–  Mitigate risk and eliminate threats utilizing the  
most trusted vulnerability management application 
in the industry

–  Monitor and measure IT compliance in one unified 
console—saving time, assuring reliability  
and reducing costs

–  Distribute security and compliance reports  
customized to meet the unique needs of business 
executives, auditors and security professionals

Understanding your overall security posture—and doing so in relation to compliance requirements—
has historically been time consuming, costly to implement, difficult to manage, and limited in terms of 
cross-functional information use. 

QualysGuard Security and Compliance Suite eliminates network auditing and compliance inefficiencies 
by leveraging your organization’s core IT security information. In one consolidated suite, groups with 
different responsibilities can utilize similar information for their specific needs.
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For businesses today, managing IT security risk and meeting compliance requirements is paramount. 

The past decade has seen an unprecedented wave of security breaches that have compromised the 
integrity of company-owned information—resulting in substantial financial and operational loss while 
devastating the confidence of customers, business partners and stakeholders. This tide of events has 
led to the establishment of technical standards, IT governance frameworks and laws designed to 
improve and enforce security—creating further pressure for organizations to define, control and 
govern their IT infrastructure more effectively.

QualysGuard Security and Compliance  
Suite includes:

QualysGuard Vulnerability Management
Globally Deployable, Scalable Security Risk and  
Vulnerability Management

QualysGuard Policy Compliance
Define, Audit, and Document IT Security Compliance

QualysGuard PCI Compliance
Automated PCI Compliance Validation for Merchants 
and Acquiring Institutions

QualysGuard Security and Compliance Suite is available as 
an Enterprise Edition for large, distributed organizations 
and as an Express Edition for small to mid-sized businesses.
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Define, Audit, and Document IT Security Compliance

QualysGuard Policy Compliance extends QualysGuard’s global scanning capabilities 
to collect OS Configuration and Application Access controls from hosts and other 
assets within your organization, and maps this information into policies, identifies 
violations for remediation, and documents IT policy compliances with regulations  
and mandates.

Together with the QualysGuard Vulnerability Management application, an organization 
can reduce the risk of internal and external threats, while at the same time provide 
proof of compliance demanded by auditors across multiple compliance initiatives.

QualysGuard Policy Compliance delivers:

–  Identification of policy violations across all network assets with no software to 

install or maintain

–  Automated, agent-less compliance auditing using the same QualysGuard  

infrastructure used for vulnerability scanning

–  Comprehensive controls library based on CIS and NIST standards— mapped 

directly to frameworks and regulations such as COBIT, ISO, SOX, Basel II, etc.

–  Customizable auditing capabilities for multiple regulatory initiatives and mandates

–  Detailed reporting tailored to the unique needs of auditors, IT security personnel, 

and business users

Globally Deployable, Scalable Security Risk and Vulnerability Management

The core foundation of the QualysGuard Security and Compliance Suite is Qualys’ 
award-winning vulnerability management application. QualysGuard automates all 
steps of the vulnerability management lifecycle process, enabling the immediate 
discovery of all devices and applications across your network while accurately 
identifying and helping you eliminate threats that make network attacks possible.

QualysGuard Vulnerability Management can be deployed in a matter of hours, providing 
customers an immediate view of their security and compliance posture. QualysGuard 
is the most widely deployed security on demand solution in the world, performing over 
150 million IP audits per year. 

QualysGuard Vulnerability Management enables you to:

–  Discover and prioritize all network assets with no software to install or maintain

–  Identify and fix security vulnerabilities proactively

–  Manage and reduce business risk

–  Ensure compliance with laws, regulations and corporate security policies

–  Distribute remediation efforts via a comprehensive workflow engine

–  Integrate with 3rd party and customer applications via extensible XML-based API

Automated PCI Compliance Validation for Merchants and  
Acquiring Institutions

QualysGuard PCI provides businesses, online merchants and Member Service Providers 
the easiest, most cost-effective and highly automated way to achieve PCI DSS compliance. 
QualysGuard PCI draws upon the same highly accurate scanning infrastructure as 
QualysGuard Vulnerability Management—used by thousands of organizations around 
the world to protect their networks from the security vulnerabilities that make attacks 
against networks possible. Qualys is an Approved Scanning Vendor (ASV), and is fully 
certified to assess PCI DSS compliance.

QualysGuard PCI is well-suited for any organization that must achieve PCI 
compliance, and is ideal for small and mid-sized businesses, consultants  
and other organizations that must:

–  Protect cardholder information and keep networks secure from attacks

–  Complete an annual PCI DSS “Self-Assessment Questionnaire”

–  Pass a network security scan every 90 days by an approved scanning vendor

–  Document and submit proof of compliance to acquiring banks
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Pricing and Availability

QualysGuard Security and Compliance Suite is now available in both Enterprise and Express configurations. Pricing varies 
based on the number of users, IPs, and QualysGuard Intranet Scanners required. QualysGuard is sold as an annual 
subscription that includes unlimited scanning for a specific number of devices, 24x7 customer support, all maintenance and 
the cost of the scanner appliances. 

About Qualys

Through its on demand security risk and compliance management solutions, Qualys makes it possible for organizations to 
strengthen the security of their networks and conduct automated security audits that ensure regulatory compliance and 
adherence to internal security policies.

Qualys is the only security company that delivers these solutions through a single Software-as-a-Service platform:  
QualysGuard. All of Qualys’ on demand solutions can be deployed within hours anywhere around the globe, providing 
customers an immediate view of their security and compliance posture. As a result, QualysGuard is the most widely 
deployed security on demand solution in the world, performing more that 150 million audits per year.

QualysGuard Security and Compliance Suite

	 Primary Feature Comparison	 Enterprise Edition	 Express Edition

	 Configuration Options		

		  Maximum number of Users	 Unlimited	 3 (VM)/1 (PC)

		  Maximum number of IPs	 Unlimited	 3,072

		  Maximum number of Intranet Scanners	 Unlimited	 2	

	 QualysGuard Vulnerability Management		

		  Network Discovery and Asset Prioritization	 ✔	 ✔   

		  Identify and Fix Vulnerabilities	 ✔	 ✔

		  Remediation Workflow Engine	 ✔	 ✔

		  Distributed Scanning	 ✔	 N/A

		  Reporting and Scorecards	 ✔	 ✔

		  Report Sharing	 ✔	 N/A

		  Advanced API Integration	 ✔	 Limited	

	 QualysGuard Policy Compliance		

		  Policy Definition and Customization	 ✔	 ✔

		  Compliance Scanning	 ✔	 ✔

   	 Compliance Reporting	 ✔	 ✔

   	 Exception Handling and Management	 ✔	 ✔	

	 QualysGuard PCI Compliance

   	 Network Security Scans	 ✔	 ✔

   	 Integrated Self-Assessment Questionnaire	 ✔	 ✔

   	 Integrated Compliance Report Submission	 ✔	 ✔ 
 		  and Online Certification

“QualysGuard is a very good example of a product  
that we’ve been able to deploy and rely upon, and  

not have to worry about being its architects.”

“QualysGuard helps us to make sure our network  
is secure and that our systems, and those of our customers,  

are hardened as well.” 

“QualysGuard has made the job of auditing our network  
much easier. Qualys takes care of that nightmare.” 

“QualysGuard gives us the ability to detect our  
vulnerabilities across our network and really ensure that  
we have the level of security and compliance we need.” 

Qualys has thousands of subscribers around the world  
including more than 35 of the Fortune Global 100 and has the world’s largest 

VM deployment at a Fortune Global 50 company with over 223  
appliances, distributed in 53 countries and scanning  

over 700,000 systems.

For more customer references, visit:  
www.qualys.com/success
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